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ADVANCED THREAT INTELLIGENCE
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VULNERABILITY DISCOVERY
AND RESEARCH
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Chrome Releases

Release updates from the Civome team

Google

DISTRIBUTE

date for Desktop
Android Security Ecosystem Investments Pay Dividends for ¥
Security Response @ Pixel
@msftsetresponse bt 17 January 2018 Bon updated 10 87.0.4280.141 for Windows, Mac and Linux

: . . Posted by the Android Security Team
Great research in a high priority area. Thanks

so much for your contribution Zhenhao
Hong, keep up the good work!

360 Core Security @360CoreSec

Zhenhao Hong @rthhh17 from 360 IceSword Lab was rewarded
$200,000 by Microsoft #Hyper-V for his VM escape #vulnerability —
one of the highest MSRC bounties ever @msftsecresponse We will
release detals after the patch. Congrats to @rthhh17 and ...

install these updates; users must restart th
© SFEEY

_#F9:16 - 2019515480

s s POCPDOCRE@ "

o s

The Android Security team would like to th
their contributions to Android security. If yc
program, check out our Program rules. For

Q Top Payout
The highest reward peid out to a member of e research community was for a report

8 | svrmEs

s from Guang Gong (@oldiresher) of Alpha Lab, Qihoo 360 Technology Co. Ltd. This

report detailed the first reported 1-click remote code execution exploit chain on the
Pixel 3 device. Guang Gong was awarded §161,337 from the Android Security Rewards
program and $40,000 by Chrome Rewards program for a total of $201,337. The
$201,337 combined reward is also the highest reward for a single exploit chain across
all Google VRP programs. The Chrome vulnerabilities leveraged in this report were fixed
in Chrome 77.0.3865.75 and released in September, protecting users against this

exploit chain.

We'd like to thank all of our researchers for contributing to the security of the Android

ecosystem, If you're interested in becoming a researcher, check out o
University for information on how to get started.

Starting today November 21, 2019 the new rewards take effect. Any

submitted before November 212019 will be rewarded based on the [rmrS——

In June 2017, the Android security team inicreased the fop payouts for the Android Security
Rewards (ASR) program and worked with researchers to streamline the exploit submission
process. In August 2017, Guang Gong (@oldfresher) of Alpha Team, Qihoo 360 Technology
Co. Ltd. submitted the first working remote exploit chain since the ASR programis expansion.
For his detailed report, Gong was awarded $105,000, which is the highest reward in the history
of the ASR program and $7500 by Chrome Rewards program for a total of $112,500. The
complete set of issuies was resolved as part of the December 2017 monthly security update.
Devices with the security patch level of 2017-12-05 or later are protected from these issues.

All Pixel devices or partner devices using A/B (seamiless) system updates will

coming days/weeks.

$build is available in the fog. Interested in swilching release
fere. If you find a new issue, ploase let us know by filing a
B forum is aiso a great place to reach out for help of leam

lewards

s and links may be kept restricted until a majority of users

8 will also retain restrictions if the bug exists in a third party
similarty depend on, but haven't yet fixed.

Security fixes. Below, we highlight fixes that were contribited
Please see the Chrom: for more information.

BVE-2021-21107: Use after free in drag and drop. Reported

CoreAnimation e in media. Reported by

Avelablefor: Phore S5 and atr, Pad A and ater, an P uch Sth generaton 1204
B0 in payments. Reported by
impact: Amalic —
e - H1.24

Descript read

GVE-2019-6231: Zhuo Liang of Gihoo 360 Nirvan Team
plicy enforcement in WebU!.
GoreAnimation
gin Blink Reported by
p-11-20
pverflow in Skia. Reported by

Avaliable for: IPhone 55 and later, Pad Air and later, and IPod touch 6th generation

Impact: A malcious application may be able 1o break out of its sandbox

Descrption: A Y Issue Improved
(CVE-2019-6230: Proteas, Shrek wzw and Zhuo Liang of Qihoo 360 [ ostion In networking.
¢ Vishnepolsky at Armis on
WebKit r
Avallable for: IPhone 55 and later, Pad Air and later, and IPod touch 6th generation
Impact: may lead to

corruption ssue
CVE-2019-6227: Qixun Zhao of Qihoo 360 Vulcan Team
Kernel
Avalable for: Phone 5 and later, 1Pad Alr and later, and IPod touch 61h gensration
Impact: A mallcious application may bo ablo to elevato priviloges.

validation.

_ .

th generation

Fary code execution

CareBlustooth
- zm Table sy
Avallatile for: macOS Mojave 10146, macOS High Sierra 10136, mac0S Catalina 10,15.2 : y Ot of Bourds White
Impact: A remote attacker may be-abie to catse unexpected applieation termination or arbitrary code oA (ki
exacution
Bk ss
Description: A s input validation.
s compas S ol
CVE-2020-3848: Jianjun Dai of Qihoo 360 Alpha Lab PRPIS——— -
CVE-2020-3849; Janjun Dai of Qihoo 360 Alpha Lab $10.000 et memory handiing.
CVE-2020-3850: Jianjuri Dai of Qo6 360 Alpha Lab Bomair-
0w
Entry pdated Februsry 3, F
sty pdata Febussy 3 i
CoreBluetooth -
Avallable fot: macOS Mojave 10145, macOS High Siérra 10.13.6, mac0S Catalina 10/15.2 AT BT
Impact: A remote attacker may be able 1o leak memory [ Thiank yeu fae inc this isgue, which eoukt et codew
¥ o WASM
Dascription: An dl was sddrassed Input validation. . oupdy

CVE-2020-3847: Jianjun Dal of Qihoo 360 Alpha Lab

Entry updatad february 3. 2020

s Th lssue was vorfieed anct 8 patch of the vudnevable code wirs mace withis hours. We
i grmtnful 10 1 oo 360 Vibcan Team for subrmiling 1his isue 50 auschly and
THHDICinG T vl i s bugy BOuTTy BrogTam

360R e RMAMHAMBHIMEE “EPIL o
®” R, RERE 70!

3602 AMEH_E, & “B=y\” K, 3k

360R e AMEAMHAMBBRNEE “FoFl”
R, IREIE T3 A

360% 2 AWM A IFH thBh 3 RIEE T2 -

BRE ERSREFHRE S B R, BRAHR!

3602 AW AMH DB E
“Bluewave” i, FkFRBUH!

Reg °

3602 RBIRREZIMChromell K “&
&” i, 360BREMEH

3602 KAMAAHMEEEEOST 2R
A,

FREOSES!
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